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1. Formula clause

This document including any possible annexes and links is intended solely for the needs of an e-
shop service provider (hereinafter referred to as “Customer”).

Information included in this document (hereinafter referred to as "Information") are subject to
intellectual property and copyright protection of the Global Payments Europe, s.r.o. (hereinafter
referred to as "GPE") and are of a commercially confidential nature in accordance with the
provisions of the section 504 of the Act No. 89/2012 Coll., Civil Code. The Customer is aware of
the legal obligations in relation to the handling of Information.

Information or any part thereof may not be provided or in any way made available to third parties
without the prior written consent of the GPE. At the same time, Information may not be used by the
Customer for purposes other than for the purpose for which it serves. To avoid any doubts, without
the prior written consent of the GPE, Information or any part thereof may be provided or in any way
made available neither to companies providing payment processing services on the Internet.

The GPE to the extent permitted by applicable law retains all rights to this document and
Information contained therein. Any reproduction, use, exposure, or other publication, or
dissemination of Information or its part by methods known and as yet undiscovered without the
prior written consent of the GPE is strictly prohibited. The GPE is not in any way responsible for
any errors or omissions in Information. GPE reserves the right, without giving any reason, to
amend or repeal any Information.
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2.Introduction

The manual “GP webpay Portal” aims at e-commerce merchants, who accept payments via GP
webpay payment gateway in their e-shops.

The manual describes all the menus of the GP webpay Portal for users with the role of
“‘Administration”.

Important notice: it is the merchant’s acquirer, who enables the user individual payment methods
and functions. Information regarding ordering the GP webpay payment gateway and contacts for
all the acquirers are available on www.gpwebpay.cz.

The GP webpay Portal enables the user to:
e search and manage payments
e create, send, search and manage PUSH payments
e create and manage users
o display statistics and functions authorized for the e-shop and payments
e create and manage keys

¢ download technical documentation and other resources for integration with the GP webpay
payment gateway interface

3.User login
3.1 Login

The user may access the GP webpay Portal via URL address https://portal.gpwebpay.com.

After entering the URL address to the browser, a form to login to the GP webpay Portal is
displayed. The user enters data in “Company”, “Username”, and “Password” boxes (see Picture
No. 1).
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BECOMMERCE

LOGIN

Company n

Username 2

Password a8

Forgotten password

® Global Payments Europe 2015, v: 1.2.1 @

Pic. 1: User login to the GP webpay Portal

User receives the password for the first login from the Application Support Global Payments
Europe (GPE).

After the first user’s login to the system using the password provided by the GPE Application
Support, a form to change the password is displayed. The user chooses his/her new password for
login to the GP webpay Portal. The user is also prompted for updating the user data.

3.2 User data update

After the first login to the GP webpay Portal, the user is asked to confirm and/or complete the user
data (see Pic. 2). After entering the valid user data and pressing the “Confirm” button, a verification
code to confirm the entered data is sent to the given e-mail address.
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GP WEBPAY
et USER DATA
CONFIRMATION OF USER DATA
Enter valid user data. Verification code to confirm the data entered will be sent to the provided e-mail
address .
* First name Tomas
* Last name Dobry
* E-mail tomasdobry@post.cz
Telephone
* Preferred language English (United Kingdom) v
Time zone v
© Global Payments Europe 2015.v: 1.3.1-5 @ -

Pic. 2: Confirmation and/or completion of user data
After that the user enters the verification code to confirm the entered data that he/she has received
using the e-mail given in the previous step, and then presses the “Save” button (see Pic. 3).
BECOMMERCE

GP WEBPAY

553 USER DATA

CONFIRMATION OF USER DATA

The verification code was sent to the e-mail address dok cz. Enter the verification code and select "Save'.

* Verification code

New verification code

BACK SAVE

' Clobal Paymens Europe 2015,v: 1.3.18 @ -

Pic. 3: Entering of the verification code to confirm the entered data

3.3 Forgotten password

The menu enables the user to recover forgotten password:
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o After pressing the “Forgotten password” link, a form is displayed. User enters data in the
“Company” and “Username” boxes (see Picture No. 4).

o After pressing the “Search” button, there are displayed both the user data (company, name
and surname) and e-mail address to which an e-mail with verification link to create a new
password will be sent after pressing the “Confirm” button.

e Click the verification link to display a form. User enters data in the “New password” and
“‘New password check” boxes.

o After pressing the “Save” button, a form to login to the GP webpay Portal is displayed.

BECOMMERCE

GP WEBPAY

GENERATING NEW PASSWORD
* Company g2

* Username a2

@ Global Payments Europe 2015, v:1.2.1 ]

Pic. 4: Forgotten password recovery

4.Login menu

After a successful user login to the GP webpay Portal, there is displayed the initial menu (see
Picture No. 5) corresponding to roles assigned to the logged in user. The name of the logged in
user is consistently displayed in the upper right corner of the GP webpay Portal. After the user logs
in, a language version of the GP webpay Portal corresponding to the initial settings made by the
GPE Application Support (see the menu “Settings/User data/Preferred language”) is displayed.
The user can change the language version by clicking a flag in the lower right corner of the GP
webpay Portal.
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BECOMMERCE o

L PAYMENTS RECURRING PAYMENTS

E-SHOPS

SL

Pic. 5: Login menu

4.1 Payments

The user has an option to search payments according to the search filter settings, to display details
of payment, including its status and history, and to manage the payment.

4.2 Recurring payments

The user has an option to search registration payments for the service of Recurring payments (see
the document “Platebni brana GP webpay — UZivatelska pfirucka“ in the “Downloads” menu)
according to the search filter settings, to display details of payment, and to manage the payment.

4.3 PUSH payments

The user has an option to create a PUSH payment (see the document “Platebni brana GP webpay
— Uzivatelska pfirucka® in the “Downloads” menu) and to send it to the customer’s e-mail address.
The user has also an option to search created PUSH payments according to the search filter
settings, to display details of payment, and to manage the payment.

4.4 Users

The user with the “Administration” role has an option to display a list of users and to administer
their roles. The user with the “Administration” role has also an option to create a new user.

4.5 E-shops

The user has an option to display statistics and functions enabled for e-shop and payments.
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4.6 Key management

The user has the option to create and manage keys to secure communication between the e-shop
and the GP webpay server and to create and manage payments. The user has also the option to
view the status, in which the keys for e-shop are.

4.7 Downloads

The user has the option to download technical documentation and other resources for integration
with the GP webpay payment gateway interface.

4.8 Logged in user

The user can set or update his/her contact data and preferred language. The user can also change
his/her password to login to the GP webpay Portal.

5.Payments

This menu enables to search and manage payments. The search filter is displayed (see Picture
No. 6).

BECOMMERCE —t

o

Time created from 03/05/2016 13:05:56 1] To 04/05/2016 23:59:59 [Ex)
Payment number Order number

Reference number Status. v

H

Amount Currency v

Payment method v Last 4 card digits

Pic. 6: Filter to search payments

5.1 Search filter

e E-shop: option to choose the e-shop from the list,

e Time created from — to: time and date of creating a payment,
e Payment number,

e Order number,

¢ Reference number,

Global Payments Europe, s.r.0., V Olinach 80/626, 100 00 Prague 10 — Stra3nice, Czech Republic 10/35
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e Status: option to choose the status from the list,

e Amount,

e Currency: option to choose the currency from the list,

¢ Payment method: option to choose the payment method from the list,
e Last 4 card digits: option to enter the last 4 card digits.

After entering the data in the filter, the searching process is started by pressing the “Search”
button. The data are deleted from the filter by pressing the “Clear” button.

5.2 Search

Searched out payments are sorted from the newest to the oldest (see Picture No. 7). All types of
payments are searched out - standard, registration, recurring, and PUSH payments (note: only the
PUSH payments, where the user has clicked the payment link). The number of the searched out
payments is at the bottom part of the list. Maximum of 100 items is displayed on the page; in case
of a larger number of payments, not all of them are displayed and it is necessary to use the arrow
keys to scroll. To search out a specific payment it is highly recommended to set the search filter as
accurately as possible. Basic information is displayed for every searched out payment.

E"ECDMMERCE omé Dobrj. 4
-
05-Apr-2016 14:41:48 1450860088817 Global Payments Card - payment gateway Authorized MC 100.00 CZK 0.00 CZK 0.00 €ZK
04-Apr-2016 10:41:58 1459759313357 Global Payments Card - payment gateway Authorized MC 0.30 CZK 0.00 CZK 0.00 €ZK
31-Mar2016 16:18:30 1459433900159 Global Payments Card - payment gateway Authorized MC 0.30 CZK 0.00 CZK 0.00 CZK
31-Mar-2016 09:59:58 1459411198430 Global Payments Card - payment gateway M 0.30 CZK 0.00 CZK (<]
30-Mar-2016 11:2500 1450329783514 Global Payments Card - payment gateway Pending authorization 200.00 CZK 0.00 €ZK 0.00 £ZK
30-Mar-2016 09:34:01 1459323240836 Global Payments Card - payment gateway Partial payment/refund MC 100.00 CZK 0.00 €ZK (=]
30-Mar-2016 00-26:48 1450322807818 Global Payments Card - payment gateway [ 0.30CZK 0.00 CZK [}
30-Mar-2016 08:06:51 1459316009270 Global Payments Card - payment gateway Authorized MC 10.00 CZK 0.00 CZK 0.00 €ZK
23-Mar-2016 142128 1458739200441 Card - payment gateway Pending authorization 500.00 CZK 0.00CZK 0.00CZK
23-Mar-2016 140138 1458738006600 Card - payment gateway mc 0.20CZK 0.00 £ZK [
21-Mar-2016 155230 1458571949811 3y s Card - payment gateway Authorized MC 0.30 CZK 0.00 CZK 0.00 €ZK
21-Mar-2016 15:48:55 1458571733701 Global Payments Card - payment gateway [ 0.30 CZK 0.00 £ZK [=]
xsx @ Por -0/85 » A 2 -
so Eoope e »

Pic. 7: List of searched out payments

5.3 Details of payment

After clicking a payment in the list of searched out payments, basic information about the payment
is displayed (see Picture No. 8). Further possible payment management depends on its status. The
user can then make requested payment management (Capture, Refund etc.). If the amount is
requested, the amount must be entered with a decimal point (e.g. the amount of 10 CZK and 30
halers is entered as 10.3).

Global Payments Europe, s.r.0., V Olinach 80/626, 100 00 Prague 10 — Stra3nice, Czech Republic 11/35
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Payment management can be made in bulk by selection of a few payments using the button in the
last column of the list of searched out payments. In the bottom part of the screen, there is then
displayed the list of the selected payments, which the user can manage in bulk (see Picture No. 9).
A precondition for managing payments is to store the private key in the browser memory (for more
details see the Chapter 10. Key management). Any requirement to manage payment is confirmed
by entering a password for the private key.

[ lomad Dobry
BECOMMERCE < ki 1A
G WeEPAY
= [ PAYMENTS
©
® FILTER SEARCH
=
_ 15-Mar-2016 15:08:50 1458050864631 Global Payments Card - payment gatewsy Pending autharization 2.350.00 CZK 0.00CZIK 0.00 CZK
15-Mar-2016 14:58:51 Card - payment gateway
HISTORY DETAILS OF PAYMENT
= Eshop Global Payments Authorization result Authorized
E-shop number 7700043976 Status  Captured
Time of payment creation 15-Mar-2016 14:58:51 CET fRequested 10.00 CZK
Payment number 1458050330634 Authorized 10.00 CZK
Order number Captured | 10.00 CZK
Reference number Refunded 0.00 CZK
30 Authentication result Refund possible till  15-Apr-2017 21:50:00 CEST
Authorization time 15-Mar-2016 14:59:39 CET Account GPE CZ
Authorization number 000000156503 Card association MC
Authorization code 576646 Last 4 card digits 4014
2 REFUND
15-Mar-2016 09:24:29 1458000263491 Global Payments Card - payment gateway Captured MC 0.30 CZK 0.30 CZK 0.00 CZK [<]
26-Feb-2016 13:37:38 1456490257092 Global Payments Card - payment gateway Captured Mmc 100.00 CZK. 100.00 CZK 0.00CZK (<]
® Globel Paments frope 1015.v 1238 £

Pic. 8: Details of payment

BULK PAYMENT REFUND

Number of payments for fullrefund: 3

Import your private key to browser's memary in
section: Key management

* Private key password

REFUND

Pic. 9: Bulk selection and payment management

5.3.1 Payment statuses

Possible payment statuses are listed in the Annex “14.1. Payment statuses”. The most common
statuses are “Captured” and “Authorized®.

Payment status “Captured” — the payment is in this status, if the request for capturing is created
with parameter “DEPOSITFLAG=1", see the document “GP webpay APl HTTP - Technicka
specifikace pro vyvojare” in the “Downloads” menu. For a payment in this status it is possible to
cancel capturing and to change into a status “Authorized” (the “Cancel the capture” button). After

Global Payments Europe, s.r.o., V Ol8inach 80/626, 100 00 Prague 10 — Strasnice, Czech Republic 12135
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the batch is closed (it is made automatically by the GP webpay system at the end of the business
day, usually after 10:00 p.m.), it is possible to make (partially) refund of payment (the “Refund”
button).

Payment status “Authorized” — the payment is in this status, if the request for capturing is created
with parameter “DEPOSITFLAG=0", see the document “GP webpay APl HTTP - Technicka
specifikace pro vyvojare” in the “Downloads” menu. For a payment in this status it is possible to
make a full or partial capturing (the “Capture” button), or to reverse the payment (the “Reverse the
payment” button).

Any requirement to manage payment is confirmed by entering a password for the private key. New
status of payment is displayed in the list of payments and in the payment details.

5.3.2 Payment history

After clicking the link “Payment history” in the upper left corner at the “Details of payment®, history
of payment is displayed (see Picture No. 10). In the left part, there are displayed activities made by
e-shop/user; in the right part, there are displayed activities made by the GP webpay payment
gateway.

PAYMENT HISTORY

E-shop Global Payments created the payment no. 145267920260 for the amount of 1.00 CZK.
suthorized the payment no. 145267920260 for the amount of 1.00 CZK.
3-Jan2016 110038

@ pesformed capture no. 1 of payment no. 145267920260 in the ameuat of
1.00 CZK.

@ sent the payment no. 145267920260 to setilement
Jaa 2016 20128

User kerka performed no. 1 of the payment no. 145267520260 in the amount of
0.50 CZK

sent the payment na_ 145267920260 1o setilement
402016 2071

Pic. 10: Payment history

6.Recurring payments

This menu enables to search and manage Recurring payments. The filter to search registration
payments is displayed (see Picture No. 11).

Global Payments Europe, s.r.o., V Olinach 80/626, 100 00 Prague 10 — Strasnice, Czech Republic 13/35
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BIECOMMERCE @

Tomas Dobrj 4
=]

(JRECURRING PAYMENTS
@ FITER

SEARCH ‘ Q SEARCH ‘ ) CLEAR

15 Time created from 20/02/2016 131408 =) T 04/05/2016 23:59:59 &
Payment number Order number

@ Amount Currency . v

57 Status v

@ Cisbal Payments Europe 20157121

Pic. 11: Filter to search registration payments

If at least one recurring payment with the “Captured” status has been made to the registration
payment, the “Payments” button is displayed at the registration payment. After clicking the
“Payments” button at the selected registration payment in the list of the searched out registration
payments (see Picture No. 12), in the menu “Payments” there are displayed recurring payments to
the registration payment. After clicking the payment in the list of recurring payments to a

registration payment, there is displayed basic information about the payment (see Picture No. 13).
BECOMMERCE

Tomi Dot} 4
= ) Global Payments
GP WEBPAY D el :

. (_)RECURRING PAYMENTS
L]
() FILTER 'SEARCH
ﬁ Time of payment creation v Payment number Order number [ Status Requested Payments
\.} 09-Jun-2016 11:42:54 146546528116 145081062835 Global Payments Valid 1.00 CZIK [ Payments
08-Jun-2016 11:41:20 Global Payments Created 1.00 CZK

xusx @ poF B 1-2/2

© Cobal Paymees Earoge 013, 12248
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Pic. 12: List of searched out registration payments
BECOMMERCE v

Q-

DETAILS OF PAYMENT ®

[ I e o

Pic. 13: Details of recurring payment made to a registration payment

7.PUSH payments
7.1 Creating a PUSH payment

This menu enables creating a PUSH payment. In the first step, the user enters data for the PUSH
payment to a form (see Picture No. 14). ltems marked with an asterisk are required:

e E-shop: option to choose an e-shop from the list of e-shops, which have enabled PUSH
payments, see the menu “E-shops: Authorization for payment” menu,

e Payment number:

o It can contain only numbers and its maximum length is 15 characters,
o The number has to be unique within the e-shop,

o The user has an option to use the “Create payment number”’ button to create a
unique payment number by the system,

e Processing method:

o After selecting the option to “Pay the amount”, there is created the payment, which
will be immediately, after the customer pays it on the GP webpay payment gateway,
captured from the customer’s account,

o After selecting the option to “Block the amount” there is created the payment, which
will be immediately, after the customer pays it on the GP webpay payment gateway,
blocked on the customer’s account. The user has an option to make a payment and
to capture the amount from the customer’s account later be means the GP webpay
Portal (the menu “Payments”) or using the Web Services,

Global Payments Europe, s.r.0., V Olinach 80/626, 100 00 Prague 10 — Stra3nice, Czech Republic 15/35
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¢ Amount: the amount requested to be paid; decimals can be used as well
e Reference number:
o Optional identifier that can help work with the payment, e.g. invoice number,

o It can contain these ASCUII characters: x20(space), x23(#), x24($), x2A-x3B(*+,-./0-
9:;)), Xx3D(=), x40-x5A(@A-Z), X5E("), X6F( ), x61-x7A(a-2),

o Maximum allowed length is 20 characters,
o The number might not be unique, it can be repeated.

e Language: option to choose the language of e-mail template and of the GP webpay
payment gateway,

e Order number:
o Optional identifier that can help the merchant his/her work with the payment,

o It can contain only numbers and its maximum length is 30 characters,
o The number might not be unique, it can be repeated.

e Valid to:
o By default, PUSH payment is valid for 90 days,

o The user can specify their own expiry date (maximum is 90 days from the date of
creation), until then the customer can use the payment link for payment,

o After expiration, the payment link is invalid and it cannot be used for payment.

e Currency: option to choose the currency from the list.

After entering data for PUSH payment in the form, it goes to the second (facultative) step of
“Entering e-mail” by pressing the “Continue” button.

BECOMMERCE R

° PUSH payment creation

PUSH PAYMENTCREATION (1/3)

* E-shop Global Payments - 770004997€ ¥ * Language Czech v

H

* Payment number @ Order number

* Processin

ing Capture the amount *Valid to 07/09/2016
method

Block the amount

* Amount * Currency CZK v
Reference number Server URL

E-shop data

CONTINUE

Pic. 14: Creating a PUSH payment
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In the second step, the user has an option to enter customer’s e-mail address to send payment link
and/or to enter e-mail address of e-shop to send confirmation of settlement of the payment link.

If the option “Send payment link to client by e-mail” is selected, a form is displayed (see Picture
No. 15). Items marked with an asterisk are required:

e To: customer’s e-mail address,
e Subject: text for the subject of the message can be changed by the user,

o Message: text of message to be sent to the customer can be modified by the user.
Nevertheless, it is necessary to preserve the text string “${link}” (without the quotation
marks), which will be replaced, when sending a message, by the created payment link.

BECOMMERCE v

©  Entering an e-mail address (optional)

ENTERING AN E-MAIL ADRESS (2/3)

HTML template

© Global Fayments Europe, 5.10. A1 ights reserved. Prvacy Statement Terms of Use

ah m

Pic. 15: Entering customer’s e-mail address to send payment link

If the option “E-mail to send confirmation of payment” is selected, a form is displayed (see Picture
No. 16). Items marked with an asterisk are required:

e To: e-mail address of the e-shop,

o E-shop data: data entered will be sent in the request for creating a payment to the GP
webpay payment gateway interface in the “MD” parameter (see the document “GP webpay
APl HTTP - Technicka specifikace pro vyvojafe” in the “Downloads” menu) and will be
returned to the e-shop in the response from the GP webpay payment gateway in the
unchanged form,

e Payment description: data entered will be sent in the request for creating a payment to the
GP webpay payment gateway interface in the “DESCRIPTION” (see the document “GP
webpay API HTTP - Technickéa specifikace pro vyvojare” in the “Downloads” menu).
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EE&Q;MMERCE Tomii Do A
® |

o Entering an e-mail address (optional)

ENTERING AN E-MAIL ADRESS (2/3)

E-mail address for sending the payment link

H

E-mail for sending confirmation of payment

*To vkerka@gpe.cz

Payment description

Pic. 16: Entering e-mail address of the e-shop to send confirmation of payment

To the last, third step “Push Payment Summary”, it goes by pressing the “Continue” button.

In the last, third step, there are displayed data about the created PUSH payment and about the
entered e-mail addresses (see Picture No. 17). After entering the password to the private key and
after pressing the “Create payment link” button, there is displayed confirmation about the
successful creating a PUSH payment and about sending it to the given e-mail address (see Picture
No. 18). The “Payment link” contains the created payment link, which the user can store to the
clipboard and use it in other application. The created payment link cannot be changed.

The user can create other PUSH payment by pressing the “Create another PUSH payment” button.

The user has the option to search in created PUSH payments by pressing the “Search for PUSH
payments" button. Search filter is displayed (see Picture No. 19).
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B ECOMMERCE = ool
et =2 Global Payments
7
@ & PUSH PAYMENTS
= ¢ ¢
& 2
PUSH payment H  E-mail address for sending the payment link
¢ E-shop: Global Payments . .
e P pumber: 1465466821064 ®  E-mail for sending confirmation of payment
(;”f ‘Order number:
.’i \ Valid ta: 07-Sep-2016 00:00:00
o Reference number:
‘Server URL:
Amount to be captured: 1.00 CZK
@ * Private key password
© Global Payments Europe 2015,v-1.22:5. @ ©
Pic. 17: PUSH payment summary
BECOMMERCE ke v
® #° PUSH PAYMENTS
-
/// °
PUSH payment has been successfully created.
= Payment link:
/ https://dev.3dsecure gpwebpay.com/pgw/pay/hXSplC
© Giobal Payments Europe 2015, :1.2.2:5 @ | Englis

Pic. 18: Confirmation of a successful creating a PUSH payment
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BECOMMERCE
6P WEBPAY
@ & PUSH PAYMENTS
(%) FITER SEARCH
=
— Time created from 04/04/2016 13:53:22 ]
J
Payment number

;E' Amount

Y] Status v

© Glckal Payments Exrope 2015, v: 121

To

Order number

Curmency

04/05/2016 23:50:50

Tomsé Dobrj
)

‘ Q SEARCH |"!cm

Ei]

Pic. 19: Filter to search PUSH payments

7.2 Capturing a PUSH payment

The customer receives e-mail informing about the created PUSH payment with the payment link. If
the customer decides to pay it, he/she clicks the payment link and the browser redirects him/her to
the GP webpay payment gateway, where he/she makes the payment. The customer is then

informed about the result of payment:

e Payment has been processed successfully:

v

Your payment has been processed
successfully

Merchant successfully received your payment
1.00 CZK

Test Merchant, V Ofsinach 626780, Praha

@

Global Payments Europe, s.r.o., V Ol8inach 80/626, 100 00 Prague 10 — Strasnice, Czech Republic
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¢ Payment was unsuccessful:

X

Your payment has not been made

Paym:

1.00 CZK for

e The limit of payment attempts has been exceeded:
]

Exceeded number of retries

ecause of exceeding the limit

ing the card,

If the customer is not redirected to the GP webpay payment gateway after clicking the payment

link, the customer is informed about the reason:

e Payment has already been done:

O,

Payment has already been done

to by the link has already been paid.

e Payment not found:
a

Payment not found

Payment referred to by the link was not found.

@,

¢ Payment has been cancelled:

Global Payments Europe, s.r.0., V Olinach 80/626, 100 00 Prague 10 — Stra3nice, Czech Republic
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@

This payment link has been
cancelled

Payment referred by the link, was cancelled by the merchant.
For more information, please contact the merchant

[ GP)webpay |

¢ Payment has already expired:

O

This payment link has expired

Payment referred to by the link, has already expired.

[ GP)webpay

¢ PUSH payments are not authorized for the e-shop:
B

Payment is not allowed
This type of payment is not currently enabled on merchant.

Test Merchant, V Olsinach 626/80, Praha

| GP Jwebpay|

e Paymentis in an inconsistent state:
]

Payment is in an inconsistent
state

Payment referred to by the link is in a state where it can not be
completed.

Global Payments Europe, s.r.o., V Olinach 80/626, 100 00 Prague 10 — Strasnice, Czech Republic

22135



GP webpay Portal Portal

PUSH payment can be created also using the Web Services (method “createPaymentLink()”), see
the document “GP webpay APl WS - Technicka specifikace pro vyvojare” in the “Downloads”
menu.

8.Users

8.1 Create a new user

The menu enables a user with the role “Administration” to create a new user. Data on the new user
are entered in the form (see Picture No. 20). Items marked with an asterisk are required.

The role “Search for payments” is assigned to a new user by default.

New user can change his/her data, settings, and password in the “Settings” menu, after signing in
to the GP webpay Portal.

8.2 List of users

Menu enables the user with the role “Administration” to display a list of users, to manage their roles
(by clicking the check box, one or more roles can be assigned) and to block/unblock access to the
GP webpay Portal (by clicking the lock at the user’'s name). The list of users can also be exported
to a file in XLSX or PDF format.

The user can be assigned these roles:

e Search for payments: enables the user to search for payment in the “Payments” menu,

¢ Manage payments: enables the user to search a payment in the “Payments” menu and to
manage the payment after click it in the list of searched out payments,

e PUSH payments: enables the user to create, send and search for a PUSH payment,

¢ Administration: enables the user to use all the menus of the GP webpay Portal.

[L CREATE A USER USER LIST
A

* Username

&F

* New password holovka

kerka

i:f

* New password check

&

pokus

* First name xtsx (8 poF (A 1-4/4
* Last name

* E-mail

® Global Payments Eurgpe 2015, v:1.2.2:5 @
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Pic. 20: Users

9.E-shops

The menu enables the user to select e-shop and to display statistics and enabled functions for the
e-shop and payments (see Picture No. 21).

Global Payments
PAYMENT RESULTS TDAY | TDAYS | 14DAYS | 30DAYS PAYMENT METHODS DAY | 7DAYS T4DAVS | 30DAYS
Unpaid B Captured [ Pending authorization I Pending capture Card - payment gateway
E-shop name E-shop number Provider Provider code
Global Payments 7700049976 GPECZ 9203
®

Pic. 21: Menu “E-shops”

9.1 Statistics

The menu enables the user to display statistics of the e-shop. There are following options.
e Payments results:
o Time interval can be specified: 1 day, 7 days, 14 days, or 30 days
o A graph according to payment statuses is displayed
e Payment methods:
o Time interval can be specified: 1 day, 7 days, 14 days, or 30 days

o A graph according to payment method is displayed

9.2 E-shop data

There are displayed e-shop data that have been stored in the GP webpay payment gateway in the
course of boarding process.

9.3 Authorization for payments

For every payment methods or function, there is displayed, if it is enabled or disabled for the e-
shop. Authorization for payment is determined by the provider.
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9.3.1 PLATBA 24

The menu enables the user to activate the PLATBA 24 service on the GP webpay payment
gateway, i.e. the payment button of the SERVIS 24 internet banking provided by Ceska spofitelna,
a.s.

To activate the PLATBA 24 service, it is necessary to sign a contract with Ceska spofitelna, a.s.
and to get the credentials from it (e-shop ID, E-commerce key).

After pressing the “Credentials” button, a form for entering the credentials (e-shop ID, E-commerce
key) is displayed, see Pic. 22.

PLATBA 24 - CONFIGURATION

*Shop 1D

* E commerce Key

Pic. 22: Entering credentials for the PLATBA 24 service

After pressing the “Store” button, the PLATBA 24 service is activated for the given e-shop and at
the GP webpay payment gateway, there is displayed the “PLATBA 24 Ceska spofitelna” button
(see Pic. 23). Deactivation of the PLATBA 24 service is carried out by deletion of the credentials.
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Back to e-shop? @ ._-;-_.';m q &= English [us]

Ve spoluprdci s

g globalpayments scroE%lKrénin 3D Secure payment gateway

Summary of your order
Card payment

Merchant

Klabouchovo uhli

Express ment Klabouchova 10
- - - 10000 - Praha (CR)

w r O
CESKAS
SPORITELNA

Order number

@ bil 1466511968058
Mobile In a few moments you will be redirected to the

Internetbanking of Geska spofitelna.

Total
Geska spofitelna -
Geska spofitel nn 2.20 CZK
PLATBA-24
MasterCard.  Verified by
SecureCode VISA
Powered by Global Payments Europe How does it work? | Principles of secure payment by card.

Created in cooperation with MasterCard

Pic. 23: Display of the PLATBA 24 service button at the GP webpay payment gateway

After pressing the “Test payment” button it is possible to make a payment of 1 CZK to verify that
the settings is correct.

9.4 Authorization for e-shop

For every function, there is displayed if it is enabled or disabled for the e-shop. Authorization for e-
shop is determined by the provider.

9.4.1 E-mail to a customer

The menu enables the user to set up, if confirmation about the payment made on the GP webpay
payment gateway is to be sent to the customer’s e-mail address. This functionality is conditioned
by customer’s email address delivery in the EMAIL parameter; see the document “GP webpay API
HTTP - Technicka specifikace pro vyvojafe” in the “Downloads” menu.

9.4.2 HTTP method for response

The menu enables the user to set up, if the HTTP method “GET” or “POST” is to be used for
delivery of response from the GP webpay payment gateway. If the “POST” method is set up, the
URL return address of the e-shop has to use the https protocol, otherwise the browser would
display an undesirable warning about sending data to an unsecure address to the customer after
the payment is completed, and that would decrease credibility of the e-shop.
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9.4.3 MasterPass lightbox

The menu enables the user to set up, whether after the choice to pay by MaterPass wallet shall be
displayed a webpage with the wallet on the payment gateway in the lightbox regime, or whether it
shall be redirected to the MasterPass server. If the payment page is displayed in the e-shop in the
form of iframe, the lightbox regime can cause undesirable behaviour; in these cases it is necessary
to disable the lightbox regime.

9.5 Authorization for currencies

There are displayed currencies, for which the e-shop is authorized to carry out payments.
Authorization for e-shop is determined by the provider.

9.6 Authorization for payment methods

There are displayed payments methods, which can be used by the customer to make the payment
to the e-shop on the GP webpay payment gateway. Authorization for e-shop is determined by the
provider.

10. Key management

The menu enables the user to create and manage keys (see Picture No. 24). GP webpay payment
gateway uses principles of asymmetric cryptography to ensure security based on private and
public keys.

The private key is stored in cache memory of the browser and the public key is stored in the GP
webpay server. After that the user can carry out management of payments in the “Payments” menu
(it is always required to enter the password to the private key).

After selection of an e-shop from the list, there is displayed a scheme informing about the private
key status in the browser and about the public key status on the GP webpay server. Keys are also
used to secure the communication between the e-shop and the GP webpay server, and at using
Web Services.

BECOMMERCE v
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Pic. 24: Menu “Key management”

10.1 Creating a private key

The menu enables the user to generate the private key.

o After pressing the “Create” button a form is displayed, where the customer enters the
chosen password to the private key (see Picture No. 25).

The password must be min. 8 characters and contain at least 3 types of the following requested
types of characters:

e upper case letter
o |lower case letter
o figure

e special character

e After pressing another “Create” button, the private key is created (file “gpwebpay-pvk.key”)
and the user is prompted to store it (e.g. on the computer’s local drive).

CREATING A PRIVATE KEY

 Secure: The user selects the password which will be used for his/her private key.

+ Local: Creating a private. ecure environment of the web browser. The user

key Pt y
+ Innovativa: The private key can be created through the GP webpay portal, and there is no need to use any
other applications.

* Private key password

CREATE

Pic. 25: Creating a private key

The private key is created by means of the browser on the user’s computer and it never leaves this
computer in the course of the work with the GP webpay. When stored on the computer’s local drive
or in the browser memory, the key is encrypted by the password that must be entered every time
when the key is used. The password to the key file can later be changed by means of the
“GP webpay Keystore Manager” application (menu “Downloads”).

The private key is usable for secure access to the GP webpay payment gateway and it is possible
to be created also by other tools, e.g. OpenSSL, KeyManager, apod. Requested parameters of the
key are as follows:

e RSA Algorithm
o Key length 2048 bits
e Format for storing PKCS#8 encrypted private key
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10.2 Insert the private key in the browser memory

The menu enables the user to insert the private key into the browser cache memory and the public
key to store on a server side of the GP webpay.

o After pressing the “Insert” button, a form is displayed to enter the path and password for the
private key.

o After pressing the “Confirm” button, a form for the verification code entering is displayed;
the code is sent to the user’s e-mail address.

e After pressing the “Insert” button, the private key is stored in the browser memory and the
public key is stored to a server side of the GP webpay.

o After selection the e-shop in the “Key management” menu, the scheme informing about
status of the private key in the browser and of the public key in the GP webpay server is
displayed (see Picture No. 26).

BECOMMERCE v

Global Payments

Pic. 26: Scheme informing about the key statuses
10.3 The private key management
10.3.1 Backup

The menu enables the user to backup the private key stored in the cache memory of the browser.

e After pressing the “Backup” button, the user is prompted to store the private key (file
“gpwebpay-pvk.key”).

10.3.2 Remove

The menu enables the user to remove the private key from the browser cache memory (e.g. after
log out from the GP webpay Portal in case, that the user does not access the GP webpay Portal
from his/her own computer).
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o After pressing the “Remove” button, the user is prompted to confirm removal of the private
key from the browser memory.

e After pressing another “Remove” button, the scheme informing about status of the private
key in the browser and of the public key in the GP webpay server is displayed.

10.3.3 Insert

The menu enables the user to insert the private key into the browser memory (e.g. from a portable
memory storage medium if the user does not access the GP webpay Portal from his/her own
computer).

o After pressing the “Insert” button, a form to enter the path and password to the private key
is displayed.

e After pressing another “Insert” button, the private key is stored to the browser memory and
the scheme informing about status of the private key in the browser and of the public key in
the GP webpay server is displayed.

10.4 Change of a key format

In the GP webpay Portal, the user can use the key from the previous version of the GP webpay
administration interface; however it is necessary to change its format. This change can be made
using the “GP webpay Keystore Manager” application (menu “Downloads”).

11. Downloads

The menu enables the user to display and to download documentation (in various language
versions) and other sources for integration with the GP webpay payment gateway interface (see
Picture No. 27).

BECOMMERCE v
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Pic. 27: List of downloads

11.1 Application “GP webpay Keystore Manager”

The “GP webpay Keystore Manager” application (see Picture No. 28) enables to change the key
format from the previous version of the GP webpay administrative interface for use in the GP
webpay Portal (menu “Key management”).

ECOMMERCE

GP WEBFPAY

FORMAT UPDATE FOR DEVELOPERS

- -
ks Fhey Fx

BN
® GlobalPaymens Europs bl == w2 N

Pic. 28: “GP webpay Keystore Manager” application

12. Logged in user

Name of the logged in user is permanently displayed in the upper right corner of the GP webpay
Portal. After clicking the initials or the name of user, basic user data and “Settings” and “Log out”
are displayed.

12.1 Settings
12.1.1 User data

The menu enables the user to display a form with his/her data and settings. The user can change
all the items except for “Company” and “User name”. Items marked with an asterisk are required.

12.1.2 Password

The menu enables the user to change the password after login to the GP webpay Portal (see
Picture No. 29).

Global Payments Europe, s.r.0., V Olinach 80/626, 100 00 Prague 10 — Stra3nice, Czech Republic 31/35



GP webpay Portal Portal

EECOMMERCE Tomas Dobry
GP WEBPAY
- User data Fassword ‘ E-mail
- * Previous password
* New password

* New password check

& Giabal Payments Europe 2015,v:1.2.1

Pic. 29: Password change

12.1.3 E-mail

The menu enables the user to change e-mail. A form to enter a new e-mail is displayed. After the
form is sent, the user is prompted to enter the verification code sent to the newly entered e-mail

address.

12.2 Log out

The “Log out” button enables the user to log out from the GP webpay Portal. After logging out, the
webpage to login to the GP webpay Portal is displayed to the customer.

13. Information and error messages

The GP webpay Portal uses two types of messages at communication with a user — the
information and the error ones. An information message (in green) is displayed above the form, to
which it relates. An error message (in red, see Picture No. 30) is displayed under the field, where
an error occurs (an error notice — error must be corrected, so that it might be continued).
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P WEBPAY

B ECOMMERCE &

Tomas Dobry 4
GP

"2 PAYMENTS
(2) FILTER SEARCH | Q sEARCH | * CLEAR
O Time created from 03/05/2016 14.26.15 ‘ | To 04/05/2016 23:59:59 | [ ‘
n Invalid date sequence Invalid date sequence

////

0

P Payment number Order number

5 Reference number Status hd
]
(@] Amount Currency v

Payment method v Last 4 card digits

© Glabal Payments Ewope 2015 v:1.2.1

Pic. 30: Example of error message
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14. Annexes

14.1 Statuses of payment

Status of payment Description of payment status
Captured Payment has been captured. Payment will be credited to the e-shop’s account
according to the contract with the bank for card acceptance on the Internet.
Unpaid Payment has not been captured. The reason can be non-completion of the

payment by the customer on the GP webpay payment gateway, customer’s
return from the GP webpay payment gateway to the e-shop, decline of payment
in the systems of GPE, card association, and issuer, or technical problem.

Refunded Payment has been refunded. Refund has been made by the e-shop by means of
the GP webpay Portal (menu “Payments”), or using the Web Services.
Partial payment Payment has been paid partially or refunded partially. Partial payment has been

made by the e-shop by means of the GP webpay Portal (menu “Payments”), or
using the Web Services.

Pending capture Payment has been authorized by the issuer and the paid amount has been
blocked on the customer’s account. E-shop has the option to capture the amount
from the customer’s account later by means of the GP webpay Portal (menu
“Payments”), or using the Web Services.

Pending Payment is processed. E-shop has created a payment request and the customer
authorization has the option to pay on the GP webpay payment gateway. Standard payments
can be paid until expiry of the time interval for payment, PUSH payments can be
paid until expiry of the payment link or exhaustion of attempts for payment.
Reversed Payment has been reversed. The reverse has been made by the e-shop by
means of the GP webpay Portal (menu “Payments”), or using the Web Services,
or the payment gateway GP webpay after expiry of the time interval for blocking
the amount on the customer’s account by the issuer.

14.2 Status diagram chart for payment

The following diagram shows possible statuses of payment and the main transitions between them.

Unpaid
Return to the e-shop

DEPOSITFLAG=1 Refusal of the payment
Leaving the payment as unpaid

Pending
authorization

DEPOSITFLAG=0

Manual or automatic reverse of the payment

Reverse of the
Captured Reversed

. Payment
Pending capture

Payment of the whole aN Refund of a part of the amount

Refund of the whole amount

Refund of the rest of the amount

Partial payment Refunded

Global Payments Europe, s.r.0., V Olinach 80/626, 100 00 Prague 10 — Stra3nice, Czech Republic 34135



GP webpay Portal Portal

14.3 Payment methods

Payment method

Card — payment
gateway

Payment was made by a card at the GP webpay payment gateway.

Description of a payment method

Card — FastPay

Payment was made by a card at the GP webpay payment gateway using
the “FastPay” function.

Card — e-shop

Payment was made by a card in e-shop, verification of the customer (3D
Secure) has been made by the GP webpay systems.

Card — Web Services

Payment was made by a card in e-shop, verification of the customer (3D
Secure) has been made by the e-shop systems, or has not been made at
all.

MasterCard Mobile

Payment was made by a card at the GP webpay payment gateway using
the digital wallet MasterCard Mobile.

MasterPass — e-shop

Payment was made in e-shop using the MasterPass digital wallet.

MasterPass —
Payment gateway

Payment was made at the GP webpay payment gateway using the
MasterPass digital wallet.

Recurring payment

Payment was made in e-shop using the “Recurring payments” function.
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